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Abstract. The rapid development of decentralized technologies and
blockchain is transforming the methods of authentication, data management and the
implementation of digital human rights, which actualizes the need to form a new
identity paradigm based on user autonomy and trustful interaction without
intermediaries. The purpose of this article is to substantiate self-sovereign identity
as the foundation of trust and digital asset management within the Web3 ecosystem.
The research methodology combines comparative legal and formal-dogmatic
analysis, structural-functional modeling of the three-way interaction among issuer,
holder, and verifier, as well as a problem-oriented review of the technical standards
and practices of early platforms (Sovrin, uPort). It is demonstrated that the

emergence of self-sovereign identity is a natural response to the shortcomings of
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centralized and federated identification models in Web 2.0 (OAuth 2.0, OpenlID
Connect): dependence on providers, concentration of leakage risks, and inability to
disclose attributes selectively. The article reveals the mechanism of trust formation
in the self-sovereign identity system, which is based on a three-party model of
interaction between the issuer, the holder and the verifier; in this model, data
authenticity is ensured using cryptographic verifiability through decentralized
identifiers and verifiable credentials, which allows minimizing the participation of
intermediaries, reducing the surface of possible attacks and guaranteeing the
autonomy of the data subject in the process of managing their own digital identity.
The key principles of self-sovereign identity (control, availability, transparency,
minimization of disclosure, portability, security/resilience, and consent) are
systematized, and their applied role in forming a «trust architecture» in Web3 (DAO,
DeFi, NFT) is demonstrated. The study revealed a regulatory asymmetry between
the technological development of self-sovereign identity systems and the level of
their legal regulation. For Ukraine, key regulatory gaps have been specified that
hinder the implementation of self-sovereign identity systems and limit the possibility
of integrating Ukrainian e-government systems into the international Web3 space:
the legislation lacks definitions of the terms «self-sovereign identity» and
«decentralized identifier», which is why these concepts have no legal status in
Ukraine; the current legal framework for electronic identification and personal data
protection is incompatible with the principles of decentralization, self-control, and
minimization of information disclosure, which underlie the SSI model. The practical
significance of the results lies in the proposed holistic legal and technical framework
for developing Web3 trust services, which enables the design of interoperable and
secure processes for managing digital assets, prioritizing personal sovereignty over
data.

Keywords: public control, authentication model, intermediary, personal data,
regulatory support.
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AHortanisi.  CTpiMKUN pO3BUTOK JCIEHTPANTI30BaHUX TEXHOJOTIH Ta
OyiokueiiHy TpaHchopMye crocobu aBTeHTH(IKaIi, YyHpaBIiHHA JaHUMU W
peanizauii HUppPOBUX MPaB JIIOJAWHM, 1110 aKTyalli3ye noTpedy y (opmMyBaHHI HOBOT
napajurMy 1IGHTUYHOCTI, 3aCHOBAHOI Ha aBTOHOMIi KOpHCTyBaua Ta JIOBIpYii
B3aeMojli 0e3 mocepenHHKiB. Mera cTaTTi — OOIPYHTYBaTH CaMOCYBEPEHHY
IIEHTUYHICTh SIK OCHOBY JOBIpU Ta yIpaBiiHHA HU(PPOBUMH akTuBamu y Web3-
eKocucTeMi. MeTOJ0JIoTisl JTOCHIJKEHHSI TIOE€IHYE TMOPIBHSILHO-TIPABOBUI Ta
(dbopMalIbHO-IOTMaTUYHUI  aHAII3, CTPYKTYpHO-(YHKILIOHAJbHE MOJEIIOBaHHS
TPUCTOPOHHBOI ~ B3a€EMOJII  BHUAABEIb — BIIACHUK — MEPEBIPAIOUNA, a  TaKOX
pOOJIEMHO-OPIEHTOBAHUM OIJISA TEXHIYHUX CTAHAApTIB 1 MPAKTUK PaHHIX
matdopM (Sovrin, uPort). [IpogeMmoHCTpOBaHO, 1110 BUHUKHEHHSI CAMOCYBEPEHHOI
IIEHTUYHOCTI € 3aKOHOMIPHOIO BIJAMOBIAAI0 Ha Bagd IEHTPATI30BaHUX 1
benepatuBaux mouenei iaeHtudikamii y Web 2.0 (OAuth 2.0, OpenID Connect):
3aJIeKHICTh BiJ TIPOBAIEpiB, KOHIICHTPAIllsl PHU3UKIB BHUTOKIB, HEMOXJIUBICTh
BUOIPKOBOTO PO3KPUTTS aTpuOyTiB. Y CTaTTI PO3KPHUTO MeXaHi3M (HopMyBaHHS

JOBIPM Yy CHUCTEMI CaMOCYBEPEHHOI 1AEHTHUYHOCTI, SKUH TIPYHTY€TbCS Ha
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TPUCTOPOHHIN MOJENI B3aEMOJIII MI’K BUJIABIIEM, BIIACHUKOM Ta MEPEBIPSIIOUNUM; Y
11 MOJIEJI1 JOCTOBIPHICTD JJAHUX 3a0€3IMeUy€EThCS 3a JI0TTOMOT0I0 KpUnTorpahiayHol
NEPEeBIPIOBAHOCTI Yepe3 JCIEeHTpalTi30BaHl 1AeHTU(IKATOPH Ta MEpeBiprOBaHi
0OJIITH, 10 J03BOJISIE MIHIMI3yBaTH y4acTh MOCEPETHUKIB, 3MEHITUTH TOBEPXHIO
MOJKJIMBUX aTaK 1 TapaHTyBaTH aBTOHOMHICTb Cy0’€KTa JaHUX Y MPOILIeCi KepyBaHHs
BJIACHOIO LIU(PPOBOIO 1EHTHUYHICTIO. CHCTEeMAaTH30BaHO KIIOUOBI mpuHUUNUA SSI
(KOHTpPOJIb, JTOCTYIHICTh, MPO30PICTh, MIHIMI3AIS PO3KPUTTS, MEPEHOCHUMICTD,
Oe3mneKa/CTIKICTh, 3ro/ia) 1 MOKa3aHO IXHIO MPHUKIAIHY POib g (OopMyBaHHS
«apxitextypu noBipu» y Web3 (DAO, DeFi, NFT). V xoni gocnipkeHHs BUSBICHO
HasSBHICTh HOPMATUBHOI acUMETPli MK TEXHOJOTIYHUM PO3BUTKOM CHCTEM
CaMOCYBEpPEHHOI 1IEHTUYHOCTI Ta pIBHEM iX IIPABOBOT0 peryiatoBanHs. s Ykpainu
KOHKPETHU30BaHO KJIFOYOB1 HOPMATUBHI MPOTAJIUHU, SIKI CTPUMYIOTh BIPOBAKEHHS
CHUCTEM CaMOCYBEPEHHOI 1JICHTUYHOCTI Ta OOMEXYIOTh MOXJIUBICTH I1HTErparlii
YKpalHChKUX CUCTEM €JIEKTPOHHOTO BpsiiyBaHHS y MikHapoauuii Web3-npocrip: y
3aKOHOJIaBCTBI BIJICYTHI BU3HAYEHHS TEPMIHIB «CaMOCYBEpPEHHA 1IEHTUYHICTh) Ta
«JIELEHTpaNI30BaHUN 1AeHTU(IKATOP», 4Yepe3 110 1[I TOHATTS HE MaroTh
IOPUUYHOTO CTAaTyCy B YKpaiHi; YNHHI TPaBOBI PAMKHU €JIEKTPOHHOI 171eHTH(IKAITIT
Ta 3aXKMCTY MEPCOHATBHUX JAHUX € HECYMICHUMH 3 IPUHIMIIAMU JELEHTpati3allii,
CaMOKOHTPOJIIO Ta MiHIMI3aIlli pO3KpUTTA 1HPOpMaIlii, AKi JIeKaTh B OCHOBI MOJIEI
SSI. TlpakTiyHa 3HAYUMICTH PE3YJBTATIB MOJSATAE Yy 3aMpPONOHOBAHIN IIUTICHIH
MIPaBOBO-TEXHIYHIN paMlil AJi1 PO3BUTKY JIOBIpuMX ceppiciB Web3, 1mo 103Bosie
MPOEKTYBATH 1HTEpomnepadenbHi Ta Oe3MeyHl MPoLecH YIPaBIiHHS ITUGPOBUMU
aKTUBaMH 3 TIPIOPUTETOM MEPCOHATILHOTO CYBEPEHITETY Hal JAHUMH.

KirouoBi ciaoBa: nyOmiyHMil  KOHTpOJIb, MOJENb aBTEHTHU]IKAIII],

MIOCEPEIHUK, TIEPCOHAJIBHI JIaHi, HOPMaTHBHE 3a0€31CUeHHS.

Problem statement. The development of digital technologies, particularly
blockchain, decentralized networks, and smart contracts, has given rise to a new

paradigm of digital interaction — Web3 — which is based on decentralization, user
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autonomy, and the elimination of intermediaries. In this context, the key challenge
is the problem of identity verification in the digital environment, as traditional
centralized authentication systems (through state or corporate registers, banking
services, and social networks) have demonstrated their vulnerability to unauthorized
access, leakage of personal data, and abuse by government or commercial entities.
The concept of self-sovereign identity (SSI) presents a qualitatively different model,
in which the user independently owns, controls, and disposes of their digital
identifiers without intermediaries. This model serves as the foundation of trust in
Web3 ecosystems, where transactions, digital asset management, and interactions
between entities are facilitated through smart contracts and decentralized protocols.
Despite the growing attention to the topic of SSI in the global scientific and
technological community, several legal, managerial, and ethical aspects of its
implementation remain unresolved. Firstly, there are no unified standards for the
legal regulation of SSI in national jurisdictions, including Ukraine, which
complicates the protection of digital assets, the recognition of electronic identifiers
as legally significant, and the integration of decentralized identities into state
electronic systems. In addition, the issues of the legal status of digital assets, their
management through decentralized mechanisms (DAO, DeFi protocols, NFT
platforms), as well as the balance between personal sovereignty and public control
in the digital environment, are relevant. The insufficient development of the
regulatory and organizational frameworks of SSI creates a threat of digital identity
fragmentation, increased risks of fraud, money laundering, and a loss of trust in
decentralized systems. Thus, there is a need for a comprehensive study of SSI as the
foundation of digital asset management in the Web3 environment, which will enable
the formation of a theoretical and legal basis for developing appropriate mechanisms
for regulation, ensuring data security, and exercising the rights of subjects in digital
relations within a new decentralized ecosystem.

Analysis of recent research and publications. In the scientific discourse of

the last decade, a holistic theoretical and technological paradigm of SSI has emerged,
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combining legal, technical, and socio-communication aspects of digital attribute
management. Among the early conceptual explorations, a special place is occupied
by the work of C. Allen [1], in which the principles of SSI were first formulated as
a logical alternative to centralized authorization models. The author proposed
fundamental provisions, including the priority of user control over their own
identifiers, minimizing data disclosure, and ensuring the cryptographic integrity of
their data. The technological implementation of SSI ideas in practice was analyzed
by M. Lockwood [2], who proved that the construction of an accessible interface
layer for SSI is a critical condition for the widespread implementation of the concept.
The author showed that without convenient user solutions, the SSI system risks
remaining an elitist technology limited to a circle of technical experts.

A significant contribution to the development of the technical architecture of
SSI was made by C. S. Park and H. M. Nam [3], who proposed a new approach to
building decentralized identifiers with the possibility of secure rotation of
cryptographic keys. Their results have practical significance for increasing the
resistance of SSI systems to key compromise and reducing the risks of unauthorized
access. A significant theoretical contribution is made by the work of M. Kuperberg
[4], which reviews identity management from the perspective of corporate
ecosystems. The author found that the use of blockchain in identification systems
has not only a technological but also an organizational effect: it contributes to the
redistribution of trust from centralized authorities to network communities and
reduces transaction costs in interorganizational processes. In the broader context of
the digital transformation of enterprises, M. Dietz and G. Pernul [5] considered the
concept of a «digital twin» as an infrastructure layer for decentralized interaction of
systems. The authors concluded that the principles of data self-sovereignty and
trustful interaction can be transferred from the individual to the corporate level,
forming a «digital identity economy» in which enterprises act as equal participants
in data exchange.
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V. Savchenko and R. Maydanyk explored the legal aspects of the expression
of will and individual autonomy in the digital environment [6] and the phenomenon
of contracts implicitly based on the parties’ will. They demonstrated that the modern
legal field enables a transition from formalized to behavioral forms of consent,
which has direct relevance for SSI models, where the user’s expression of will
confirms transactions through a digital signature or smart contract. J. Sedimeir et al.
[7] showed that the combination of Digital Identities and Verifiable Credentials
forms a reproducible «trust machine» for interorganizational processes. The authors
emphasize that the key value is not in the blockchain, but in the ability to separate
the issuance of attributes from their verification without a permanent intermediary,
which creates the basis for interoperable data markets.

For their part, A. Griiner et al. [8] proposed a general scheme of threats to self-
sovereign identity systems and compared their resilience at different architectural
levels. They proved that the most significant share of the risk is created not so much
by algorithmic flaws as by «peripheral» components — wallets, key stores and
recovery procedures — and this is where standardized mechanisms for secure
rotational key management and countering social engineering are needed. At the
intersection of technology and law, B. Custers, H. Ursic [9] outlined the limits of
SSI compatibility with the General Data Protection Regulation (GDPR) regime,
emphasizing that a decentralized approach in itself does not remove the issues of
determining the «controller» and «processor» of data, the right to erasure and
restriction of processing. Their conclusion is practical: for SSI not to conflict with
the GDPR, the design should support data minimization, selective disclosure, and
technically supported consent mechanisms, as well as clearly delineate the
responsibilities of ecosystem participants. Finally, A. Miihle et al. [10] systematized
the «mandatory componentsy» of the SSI ecosystem. They showed that the viability
of solutions is determined not by a single standard, but by the coordinated interaction

of DID methods, cryptographic primitives, and trust policies.
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Highlighting previously unresolved parts of the general problem. A
generalization of the literature suggests that despite the intensive development of the
technical and organizational aspects of SSI, the problem of legal unification and
institutional consolidation of the SSI principle remains unresolved. The mechanisms
for integrating decentralized identifiers into state electronic identification systems,
as well as the issue of mutual recognition of SSI attributes between jurisdictions,
remain insufficiently developed. It is these gaps that determine the relevance of the
research conducted, which aims to combine the legal, technological, and ethical
dimensions of digital asset management in the Web3 environment.

Formulation of the article objectives (task statement). The purpose of the
article is to substantiate the theoretical and legal foundations of the formation and
application of SSI in the Web3 environment as a tool for ensuring safe and
transparent management of digital assets. To achieve this goal, the article sets the
following tasks: to reveal the essence and fundamental principles of SSI and its role
in establishing trust between participants in the Web3 ecosystem; to identify
problematic aspects of the legal regulation of SSI and digital assets at both the
international and national levels, particularly in Ukraine.

Presentation of the main research material. The formation of the SSI
concept is linked to a shift in the understanding of digital identification that occurred
in the 2010s, in response to the limitations of centralized and federated identity
management models. In the Web 2.0 paradigm, authentication relied on an
authorization and access delegation infrastructure, in particular the OAuth 2.0
protocol and the OpenlID Connect add-on, which standardized the interaction of
clients with authorization servers and allowed identity providers (large platforms
such as Google or Facebook) to be actual gateways to access third-party services
and user data. Despite significant achievements in unifying authorization flows, this
model perpetuates the structural dependence of the user on the service provider,
increases the risks of aggregated leaks, and recreates the asymmetry of control over

personal attributes. That is why, since 2016, a discussion has been underway in the
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scientific and technical community about the need to return control over identity
directly to its bearer. A key intellectual event was the programmatic essay by
K. Allen, «The Path to Self-Sovereign Identity», which proposed the principles of
SSI as a new concept of trust on the Internet, with a focus on user ownership of
identifiers, minimizing disclosure and portability of attributes between systems [1].

The idea was further developed through the institutionalization of work at
W3C and the formation of an engineering ecosystem around the Decentralized
Identity Foundation (DIF). It was within the W3C that the technological basis of SSI
was laid: first, through the Decentralized Identifiers (DID) v1.0 specification, which
on July 19, 2022 acquired the status of a W3C Recommendation, which means
readiness for widespread implementation and inter-agency interoperability [11];
second, through the updated Verifiable Credentials (VC) Data Model v2.0, approved
as Verifiable Credentials Data Model v2.0 — W3C Recommendation [12] and
supplemented by a family of cryptographic design documents (VC-JOSE-COSE,
SD-JWT, etc.). The participation of the DIF, as an engineering-oriented consortium,
ensured the development of open components, interoperability testing, and
agreement on approaches between the business and the developer community.

In parallel, the SSI concept was developed in experimental and production
networks. One of the early platforms was the Sovrin ecosystem, which offered a
public distributed infrastructure [13]. This initiative, along with several projects on
open networks (particularly uPort on Ethereum), has transformed SSI from a
theoretical framework into a practical identity management toolkit suitable for
applications in areas such as access, regulatory compliance, education, healthcare,
and government services. It was the operational experience of early platforms that
demonstrated that decentralized identifiers and verifiable attributes could reduce the
attack surface, provide consent control, and increase verifiability without storing
personal data in centralized repositories.

In the scientific and regulatory discourse, SSI has been positioned from the

beginning as a direct response to the systemic limitations of the centralized-federated
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model. While OAuth 2.0 and OpenlID Connect have historically provided scalable
authorization and unified authentication for the Web ecosystem, their logic of trust
— through the identity provider — makes the user dependent on the policies and
technical failures of the intermediary, and also complicates the selectivity of
attribute disclosure and cryptographic provability with a minimum of data. Instead,
SSI shifts the center of trust to the subject and reduces the intermediary functions to
attribute publishers and verifiers, who do not need to maintain complete profiles or
centralized databases. The transition from identification as a «platform service» to
identity as a «subject property», supported by W3C open web standards, is the
historical novelty of SSI.

The SSI architecture is based on a three-party model of interaction between
the issuer, the holder, and the verifier. This structure ensures user autonomy and

eliminates the need for centralized intermediaries.

ISSUER - an entity (e.g., university, government agency, bank)
that creates and signs verifiable electronic attributes (Verifiable
Credentials, VVC) for the owner. The issuer certifies the
authenticity of a particular fact, for example, granting a diploma
or residency status

o <

HOLDER - an individual or legal entity
that owns these attributes. The owner
stores them in a digital wallet, has
complete control over who and to what
extent to disclose information, using
cryptographic mechanisms

VERIFIER — an entity that requests
confirmation of a particular fact and
receives proof from the owner that is
verified via blockchain or other
decentralized registry, without the need
to contact the issuer

Fig. 1. SSI structure

Source: compiled by the authors based on [14]
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The interaction mechanism is built on the principle of cryptographic
verifiability: each VC contains a digital signature of the publisher, which the verifier
can verify via DID — a decentralized identifier registered in the blockchain. This
model eliminates the constant participation of the publisher, ensuring the autonomy
of processes and minimizing the risks of personal data leakage. Table 1 summarizes

the principles of SSI.
Table 1

Principle

Basic principles of SSI

Content

Practical significance in the Web3
ecosystem

Control

The user wholly owns, controls and
revokes their own digital identifiers
and attributes

Ensures personal sovereignty over
identity; eliminates dependence
on state or corporate providers

Access

The individual has constant access to
their data regardless of location, time
or technical platforms

Guarantees continuity of
identification across different
decentralized applications

(dApps)

Transparency

SSI protocols and algorithms are open
for community verification and audit

Increases the level of trust and
compliance with international
security standards (ISO/IEC
29100)

Minimal
disclosure

Only the amount of information
necessary for a specific transaction is
transmitted

Implements the principle of
privacy by design; reduces the
risk of unauthorized access

Portability

Identifiers and attributes can be used
in any compatible Web3 environment

Ensures interoperability between
different blockchain networks and
platforms

Security and
Persistence

Identifiers are cryptographically
protected; they cannot be changed or
destroyed without the owner’s consent

Guarantees long-term validity;
eliminates centralized points of
failure

Consent

Any use of identifiers or attributes is
only made after the owner’s voluntary
consent

Source: compiled by the authors based on [7; 8]

Compliant with GDPR and the
principle of self-determination of
the person in the digital space

The table below systematizes the key principles of SSI, which form a holistic
ethical, technical and legal framework for the functioning of decentralized systems
in the Web3 environment. Taken together, these principles define not only the
technological architecture, but also a new philosophy of trust based on user

autonomy, process transparency and cryptographic provability. However, the
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development of SSI technologies has a significant gap with the regulatory and legal
field: technological progress significantly outpaces the formation of adequate legal
frameworks, which creates a regulatory asymmetry between the capabilities of
systems and their regulation. On the one hand, SSI aims to grant users complete
control over their own digital identities [9]. On the other hand, the legal systems of
many jurisdictions do not contain an agreed-upon definition of SSI, clear rules for
its application, and do not cover all new technological models, particularly tokenized
attributes and decentralized identifiers. In the European Union, the concept of SSI is
primarily interpreted through the lens of the elIDAS 2.0 regulation as a component
of the European Digital lIdentity Wallet — a digital wallet where a citizen
independently stores and controls their attributes issued by official bodies [15]. In
this approach, SSI is viewed not as a complete rejection of centralized regulation,
but as a «user-centric model under institutional trust» —a model where the user owns
their data, but the state remains the guarantor of their authenticity and legal
recognition. In the United States of America, there is no single regulatory definition
of SSI. Still, several strategic documents (in particular, the National Strategy for
Trusted Identities in Cyberspace) consider it as a «decentralized, blockchain-enabled
identity framework» that ensures private control and voluntary disclosure of
information [16]. The American approach emphasizes market self-regulation and
flexibility — SSI is viewed primarily as an innovative technological architecture, and
not as a subject of direct state regulation. The lack of a unified international
definition of the concept of SSI and its legal status in this context poses a significant
obstacle to law enforcement and international interoperability.

Additionally, significant differences are emerging between regulatory
approaches in various jurisdictions. In the European Union (EU), electronic
identification frameworks are being actively developed (in particular, the eIDAS
regulation and adaptation to decentralized models), aimed at integration into an
interoperable trust system at the EU level. In the US, approaches remain more

decentralized, stimulating private-market initiatives, but do not establish a single
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federal standard for digital identity. In Asia and the post-Soviet space, state-oriented
electronic identification systems predominate, often failing to account for user
autonomy and decentralization. Such regional differences create difficulties with
cross-border interaction, trust between systems, and compatibility of approaches
[10].

In Ukraine, there is currently no clear legislative definition of the concepts of
SSI or decentralized identifier. No regulatory legal act contains such terms as
separate legal categories, which creates a space of legal uncertainty and complicates
the implementation of SSI models in both the public and private sectors. The sphere
of electronic identification and electronic trust services in Ukraine is regulated, in
particular, by the Law of Ukraine «On Electronic Identification and Electronic Trust
Services» Ne 2155-VIII [17]. This regulatory act is based on the model of the
European Regulation (EU) Ne 910/2014 (elIDAS) [18] and focuses on centralized
and federated identification, which is achieved through trust service providers,
certification of electronic signatures, and other centralized mechanisms. At the same
time, it does not provide mechanisms for decentralized control by the user of their
own identity or attributes, which are fundamental to the SSI model.

Another regulatory focus is the Law of Ukraine «On Personal Data
Protection» Ne 2297-VI [19], which regulates the protection of personal data. Still,
it does not provide for the exclusive transfer of data and control over them by the
owner in the form characteristic of the SSI model (when the subject independently
manages its attributes, grants permission for their use, distributes only what is
necessary, and transfers the identifier between systems). Thus, the legislative
framework is not well-suited for implementing the principles of minimizing
disclosure, portability, and self-control, which are characteristic of SSI. Regarding
the legal regime of digital assets, the situation also remains problematic. Ukraine
adopted the Law of Ukraine «On Virtual Assets» Ne 2074-1X [20]. This law creates
a legal framework for the circulation of virtual assets. Still, it has not yet entered into

force as of today (due to the failure to approve the relevant bylaws and taxation
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mechanisms). It creates significant regulatory gaps: there are no clear rules for
registering virtual asset service providers, a system of control, taxation, or
mechanisms for protecting users’ rights, or liability limits. Combined with the lack
of a regulatory framework for SSI, this limits the possibilities for integrating digital
assets with decentralized identity.

It is also important to emphasize that the interaction of Ukrainian state
electronic systems, particularly the «Diia» platform, with SSI models remains at the
conceptual level. To date, there are no implemented pilot projects that would use
decentralized identifiers or blockchain infrastructure in the public sector. Potential
areas for implementing such solutions could be education, healthcare, financial
services, or social services, but these opportunities remain unrealized. There is also
a lack of an agreed regulatory framework, technical standards and a state strategy
that would ensure the practical integration of SSI approaches into national
information systems. In the absence of a legally approved methodology for
interaction between such systems and the user, as well as standardized mechanisms
for transferring attributes and identifiers between registered partners, the
implementation of the SSI approach remains limited.

As aresult of the analysis, the Ukrainian legal framework in the field of digital
identity and digital asset management has a set of systemic problems that
significantly complicate the implementation of SSI in practice. First, there is no legal
recognition of SSI as a digital identity model in Ukraine. No current law or bylaw
contains a definition of the concepts of self-sovereign identity or decentralized
identifier, which makes their official use in legal and administrative procedures
impossible. Such a regulatory gap creates uncertainty regarding the status of SSI
ecosystem entities (publishers, owners, verifiers), their rights and obligations, as
well as the limits of liability in cases of security breaches or unauthorized access to
data. As a result, technological initiatives to implement SSI remain outside the legal
framework and cannot be legally integrated into state electronic services. Secondly,

there is a lack of compliance of current legislation with the principles of
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decentralization, self-control, and data portability. The norms of the Law of Ukraine
«On Electronic Identification and Electronic Trust Services» [17] and the Law of
Ukraine «On Personal Data Protection» [19] are built on a centralized logic of
identity management, where state or certified providers perform key functions. Such
a model contradicts the essence of SSI, in which the user should be the owner and
manager of their digital attributes. The lack of mechanisms for independent control
over identifiers, as well as the legal possibility of transferring them between different
systems, limits the implementation of an individual’s right to digital sovereignty and
self-determination in cyberspace.

Third, the digital asset market remains unregulated, which directly affects the
implementation of SSI as an infrastructure element of the Web3 economy. Although
the Law of Ukraine «On Virtual Assets» (2022) has been adopted, it has not yet
entered into force due to the lack of by-laws, taxation mechanisms and supervisory
authorities. As a result, Ukraine lacks a legal framework for identifying token
owners, conducting transactions with digital assets and verifying them through SSI
mechanisms. This situation creates risks of legal conflict between economic activity
in the field of crypto assets and the principles of digital trust implemented by SSI.
These circumstances create a regulatory vacuum that significantly complicates the
implementation of SSI models and the associated digital asset management
infrastructure in Ukraine.

Conclusions. Thus, the formation of the SSI concept has become a natural
reaction to the limitations of centralized and federated digital identification systems.
Traditional authentication models built on the OAuth 2.0 and OpenID Connect
protocols, while ensuring scalability, also created user dependence on identity
providers and trust intermediaries. Instead, SSI proposed a different logic —
transferring control over digital identity to the user themselves.

A regulatory asymmetry was identified between the development of SSI
technologies and the state of their legal regulation. International approaches form

only general guidelines, without defining a clear legal status of decentralized
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identity. In the EU, SSI is integrated into the framework of institutional trust through
the European Digital Identity Wallet. In the USA, private-market models, lacking a
single regulatory framework, dominate. In post-Soviet states, a state-centric
approach prevails.

In Ukraine, legal regulation of digital assets remains fragmented. The laws
«On Electronic Identification and Electronic Trust Services» and «On Personal Data
Protection» are focused on centralized authentication systems and do not take into
account the principles of self-control and decentralization. The law «On Virtual
Assets» has not yet been put into effect, and the lack of a state strategy for SSI and
pilot blockchain projects (in particular, within the framework of the «Diia» platform)
deepens the regulatory vacuum. Thus, SSI is not only a technological innovation,
but also a socio-legal innovation that requires coordination with European standards,
such as eIDAS 2.0 and MICA, the determination of the legal status of decentralized
identifiers, and the practical implementation of SSI projects in the public sector. It
will serve as the foundation for a safe, trustworthy, and interoperable digital space

in Ukraine, where citizens will have genuine control over their identity and assets.
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